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Abstract. COVID-19 was first reported in late December 2019 and
quickly become a global health crisis. In the COVID-19 pandemic
context, the dense and open characteristics make the public spaces a
potential virus transmission hotspot. Therefore, it is extremely critical
to adopt a more advanced and effective method in public environments
to slow down its spread until a vaccine is widely used. A smart
environment in the form of IoT, also known as the architecture of IoT,
consists of three layers: perception layer, network layer, and application
layer. A smart environment allows data and activities that happen in this
environment to be collected, processed, and shared in real-time through
various sensors. It can be introduced for early detection, tracking, and
monitoring of potential confirmed cases. The smart environment is
considered one of the most promising approaches to face and tackle the
current scenario. However, research focusing on the potential of IoT
smart environment in reaction to COVID-19 is still meager. Therefore,
this paper identifies the smart environment’s potential based on the
concept of IoT architecture’s three layers and further discusses how IoT
can be introduced in public spaces to help battle the pandemic.
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1. Introduction
The coronavirus (COVID-19) pandemic redefined the global health crisis of our
time and has become the most significant challenge that the world has ever
confronted with. The COVID-19 was first reported in Wuhan, China, and
subsequently, since its emergence in Asia late last year, the virus has spread all
over the world. The outbreak of COVID-19 in China was believed to have a
link with Huanan Seafood Wholesale Market in Wuhan (Wu et al., 2020). Since
then, countries around the world such as Italy, the United states, India, Spain
and Germany have reported cases of COVID-19 outbreaks happened in public
spaces (Liu et al., 2020). Indeed, public spaces are generally dense, open, and
lack surveillance. It is likely to cause a wide spread of diseases if an infected
person enters the public space.
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Figure 1. Ground marking for social distancing.

A large number of researchers and virologists have been working hard to
explore new solutions to contain the pandemic in all possible ways. There
are measures launched to prevent the transmission of the COVID-19 virus in
public spaces, such as maintaining social distancing and limiting visitors’ numbers
(Lewnard and Lo, 2020). At the same time, visitors must wear masks when
entering a public facility and avoid contacting people who have a fever or
respiratory symptoms (Kang et al., 2020). Furthermore, in some countries, to
stop the spread of viruses, additional measures are being implemented to regulate
people’s behavior in public spaces. In India and Indonesia, all visitors are
requested to keep the social distancing by following the markings on the ground
when queuing (Figure 1). However, the implementation of these measures mainly
depends on people’s self-awareness. Degaonkar (2020) noted that these measures
could not effectively protect both visitors and vendors due to a lack of proper
guidelines and rules. Therefore, more advanced strategies are in demand to further
limit the spread of the virus. In this context, IoT technologies have received
significant attention worldwide. The rapid development of the advanced Internet
of Things (IoT) technology has brought remarkable changes to the way we live,
work, and travel. The IoT-based smart office has exceptional benefits in producing
a comfortable smart office work environment (Nasajpour et al., 2020). It is also
found that the most rising trend in the number of IoT projects currently is as
expected in smart cities, connected health, and smart supply chain segments, with
an annual rise over 30% in the EU and USA (Nižetić et al., 2020).
It is also revealed that a smart environment in the form of IoT allows data
to be collected and shared in real-time to have the potential to reduce the risk
of virus transmission (Kumar et al., 2020). The IoT-based smart environment
consists of three layers: perception layer, network layer, and application layer.
With the help of various sensors, a smart environment can provide services
such as identifying suspected COVID-19 cases, sending an emergent warning
to visitors, and automatically managing public space facilities. The IoT-based
smart environment brings a new perspective for further progress in reaction to
COVID-19 in public spaces. However, the potential is yet to be explored.
Therefore, this shows an evident indication that more intense research activity
should be conducted in this challenging field towards new and essential benefits
for society.
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Taking this as a lead, this paper studies IoT’s role in public spaces in reaction
to COVID-19. This paper’s scope is to discuss the IoT’s capabilities based on the
three-layer concept of IoT architecture, aiming to provide a safe, secured smart
environment for the occupant. This paper is divided into two sections. The first
section introduces the key IoT technologies that can be utilized in public spaces
during the pandemic. These technologies can be adopted in other environmental
settings to subside COVID-19 transmission. The following section, taking these
key IoT technologies introduced in the previous section, further briefs the smart
environment’s possibilities in response to the current scenario based on the concept
of three layers of IoT architecture. This process can be approached towards any
complex public environmental setting to detain the COVID-19 spread.
2. Key Technologies of IoT in Reaction to COVID-19
2.1. GPS

GPS is a satellite-based positioning system that helps to track and provide users‘
coordinates. Contact tracking tools use location-based GPS to locate and trace
individuals who contact an infected person. GPS features would continuously
track suspected cases’ real-time movements within a geographical area and update
back to the COVID-19 database platform (Weizman, Tan and Fuss, 2020).
Countries and regions worldwide like South Korea, the United States, Europe, and
Taiwan are using the data updated by GPS to identify the travel paths of confirmed
cases and report it to their citizens through national networks (Costanzo and Flores,
2020).
2.2. QR CODE

A Quick Response Code (QR code) is a machine-readable image containing data
as dots or lines arranged in matrix form. A QR code is often used to encode URL
that links to a web page or application carrying various detailed information about
a service or a user (Focardi, Luccio and Wahsheh, 2019). During the pandemic,
the QR code is used to help slow down the virus’s transmission is soaring. China
has been promoting personal health QR codes to record the users’ health data,
such as travel history and drug purchase records. Citizens must present a green
code before entering any public facilities (Wu, 2020). A QR code-based tracking
system has also been developed in Korea, where visitors need to scan personal QR
codes containing personal information such as full names, phone numbers, and the
date of visit when they wish to enter any public spaces (Kim, 2020). Adopting QR
code scanning allows the authority to track COVID-19 suspects when entering any
public space.
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2.3. IOT SENSING TOOLS
Table 1. IoT sensing technologies.

In addition to GPS and QR Code, researchers and engineers are putting efforts
into developing advanced IoT sensing tools to help people better fight the virus
(Table 1). A sensor plays a vital role in IoT for tracking the objects and users’
status in terms of movements, temperature, location, etc. Integrating a certain
number of sensor nodes with different functions forms a sensor network. With
the development of technology, the traditional sensors perform various tasks in
different scenarios such as health and environmental monitoring (Yu et al., 2012).
These technologies play an essential role in reducing the risk of COVID-19 spread.
3. Three-layer of IoT Architecture
This study is carried out based on the three-layer of IoT architecture, which is
considered one of the fundamental guidelines for developing a smart architectural
setting. A three-layer IoT architecture is commonly composed of the perception
layer, network layer, and the application layer (Zhong et al., 2017). Most of the
research on the smart environment based on the three-layer of IoT architecture
focuses on developing a more user-friendly and high productive space for users
through IoT technologies. For example, Yu et al. (2012) proposed a smart
hospital concept based on the three-layer of IoT architecture setting to overcome
the problems existing in hospitals, such as inflexible networking mode and manual
input of medical information. In this case, the perception layer of the smart
hospital was proposed to identify hospital information such as staff (doctors
and nurses) identity and medical information (patient personal information and
medical equipment information etc.) The collected information can be shared
and checked by doctors and nurses through the network layer when needed.
The application layer was applied for hospital management, such as financial
management and drug management. The smart hospital can positively affect
the present treatment mode and diagnosis in the hospital, improve doctors’ work
efficiency, and enhance the supervision over patients.
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Figure 2. The architecture of IoT in reaction to COVID-19.

Unlike the previous studies, in this paper, our goal is to reveal the potential
of incorporating IoT technologies in an environmental setting for controlling
COVID-19. In this section, we carry out a discussion of the IoT smart environment
based on IoT architecture layers (Figure 2). This approach is a promising measure
to tackle the pandemic.
3.1. THE PERCEPTION LAYER OF THE SMART ENVIRONMENT

The perception layer is also known as a sensing layer. This layer includes
different sensing equipment that enables the interconnection between the physical
and digital worlds by gathering real-time data from users (Burhan et al., 2018).
According to Rinott et al. (2020), fever is one of the most common COVID-19
symptoms, and monitoring visitors with high body temperature could help identify
suspected COVID-19 cases. The thermal fever detection camera’s goal is to
quickly scan visitors to check abnormal body temperatures and guide them to
the medical care services if a sign of trouble was detected. This camera uses
infrared technology to capture the heat generated from the human skin (Joy, 2019).
Moreover, this system is not foolproof. Previous literature has pointed out that
measuring skin temperature often underestimates the actual body temperature.
Esophageal temperature and rectal temperature are considered the most accessible
and reliable sites for evaluating body core temperature, which is considered the
most accurate human body temperature (Mercer and Ring, 2009). Therefore,
the thermal camera can only be introduced as an initial screening for processing
visitors as they enter any space.
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Wearables sensors are electronic sensing devices to record the users’
physiological data and allow users to interact with the environment (Weizman
et al., 2020). Wearable technology plays a significant role in the detection of
COVID-19 symptoms. COVID-19 affects people’s physical condition in different
ways. As discussed earlier, thermal cameras are used to monitor symptoms
regarding each person’s temperatures who wishes to enter a space. However,
there are cases reported that a person who carries the COVID-19 virus may
not exhibit any symptoms like a change in body temperature. Relying only
on thermal cameras may be inaccurate and can increase the possibility of the
virus spread. Therefore, the continuous real-time data monitoring generated by
wearable sensing technology could help us overcome these risks of spreading the
virus in public places (Islam et al., 2020). In addition to high body temperature,
COVID-19 confirmed cases also show a lower respiratory tract infection resulting
in respiratory difficulty with a respiration rate ≥ 30 breaths/min, which can lead to
acute respiratory distress syndrome (Gibson, 2020). Researchers have proposed
wearable devices to measure the respiration range (MS et al., 2020). Wearable
devices can be recommended to all the permanent staff of a public space, such
as management staff, to monitor and sense the symptoms of COVID-19 as a
preliminary measure.
Facial and activity recognition has gained attention globally due to its
applications in different industries such as intelligent environment, health, and
surveillance (Hussain et al., 2019). Existing research has defined activity,
and facial recognition helps detect a user’s activities based on information
obtained from different sensors (Wang et al., 2011). By applying more advanced
vision-based technologies, sensors can be used to capture different human
activities. A Chinese company developed a facial recognition sensor technology
to identify visitors when wearing a mask (Pollard, 2020). Moreover, (Gazis et
al., 2018) presented a method to count and track visitors inside a building through
activity recognition sensors. This system allows the building operators to count
and visualize all visitors in an area and track people’s numbers and density in
a building. In the context of COVID-19, public space operators could use this
system to limit visitors to minimize the virus’s spread.
3.2. THE NETWORK LAYER OF THE SMART ENVIRONMENT

The network layer is responsible for real-time processing, delivery, and sharing of
the information obtained by the perception layer through various wired or wireless
based network services. The network layer is like a bridge, linking the perception
and application layer (Burhan et al., 2018). The smart environment’s network layer
can be divided into two sub-layers: the transmission layer and the processing layer.
The transmission layer is the backbone of the public space network. It plays
an important role in transferring real-time information collected by the perception
layer through various internet services. The processing layer is a platform
to implement the integration of various data. It processes all the suspicious
information gathered by the perception layer and identifies the signs of danger.
This layer should be used to access the national COVID-19 database to exchange
the most updated data.
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3.3. THE APPLICATION LAYER OF THE SMART ENVIRONMENT

Figure 3. Services of smart environment in reaction to COVID-19.

The smart environment’s application layer uses the data processed and analyzed
by the previous layers to provide various services (Figure 3) and swiftly react to
COVID-19 suspicious signs. The application layer has two parts: the response
application and the informatization application.
3.3.1. Response Application
Response application is a senior application responsible for disease analysis and
risk management. It allows further decisions (emergency warning, access control,
etc.) to be made reacting to any sign of danger.
• Monitoring Service

A significant advantage of the IoT smart environment is the ability to automatically
monitor and collect visitors’ physiological conditions such as body temperature
and respiration rate through biometric sensors. At the same time, user activities
can be tracked at any time through the implementation of various IoT sensors to
identify any signs of danger. The data can be further digitalized and integrated
into an internal database. This internal database can be shared and accessed
through backbone internet services and accessed by the other IoT-based mediated
public spaces. Together, these databases could form a bigger central network
system (Figure 4) for public-health agencies to access and monitor the COVID-19
pandemic.
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• Warning Service

Another advantage of the IoT smart environment is the timely warning service. It
is addressed that developing an early warning system is extremely crucial during
the COVID-19 pandemic (Kogan et al., 2020). The IoT smart environment has
been empowered with the ability to monitor the conditions and activities of users.
The warning service’s purpose is to alert the users if any signs of trouble were
detected. Further, through mobile network systems, the warning service provided
the visitors an ability to get the information of the space (the crowded area, the
current number of visitors, etc.) in a timely manner, which allows the user to feel
utmost safe.

Figure 4. Database network of IoT smart environments.

3.3.2. Informatization Application
The informatization application includes the informatization of visitor
management (numbers of the visitors, physiological information, etc.), staff
management, and facility management (gate, alarm, etc.).
• Management Service

Management service is an integrated platform for making polymerization for
distributed IoT applications in the environment responsible for controlling the
space and making overall decisions. It allows the environment to react to
emergent situations quickly. Its primary function is as follow: management
of visitor identities (including visitor name, travel history, and phone number),
control of access to limit the density of the visitors, staff operation management
(identification of staffs, sanitizing history, etc.), management of emergency
medical services for suspicious cases.
4. Conclusion
Although IoT-related academic studies for COVID-19 in the medical sector are
currently on high focus, research linked with public spaces is less explored. The
Global Challenge of the COVID-19 pandemic has raised concerns about safety
in public spaces. This paper contributed to this current challenging scenario by
identifying the IoT-based key technologies related to COVID-19. Further, we
discussed the potential of how a smart environment based on the three-layer of
IoT architecture can enhance the environment in terms of user safety in the context
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of the COVID-19 pandemic. The three-layer based theoretical framework assures
access for the occupant to a safe setting in any public environment. However, the
challenges in implementing IoT cannot be ignored in public ambiance as it needs
authorized supports and execution from each country’s government edge. This
scheme can be further extended on a more determined strategy in combination.
Further, each public space is a complex setting, so more comprehensive research
is needed regarding individual public space based on its physical characteristics.
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